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GDPR - Ibcos Gold Changes

With the General Data Protection Regulation (GDPR) coming into effect on 25 May 2018 in the UK, this
document is to notify you of the key changes made to Ibcos Gold to help users achieve compliance with this
new regulation more easily.

Although we intend to do everything we can to smoothen this transition, it is still up to you to determine the
GDPR compliance criteria for your specific business needs — either through online research or the services
of a GDPR consultant.

NOTE: Depending on your situation, you may also choose to manage some of the GDPR-related elements
outside of Gold.

Phase 1 Changes - v7.13 April Release and the v6.4 May Release

Key changes we have made to Ibcos Gold to help you achieve compliance with this new regulation more
easily.

1. New Flags added to Customer and Contact Records to hold the Marketing Preferences
2. How the Gold System Audit tracks changes to the Marketing Preferences.

3. How Gold controls marketing information sent with Invoices and Statements

4. How the CRM Mailshot Extract uses the Marketing Preferences

5. How to Export a List of Customers/Prospect Accounts with Marketing Preferences
6. How to update Marketing Preferences from on a Mass Basis

7. Making the Marketing Flags available to ODBC
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1. New Flags added to Customer and Contact Records

e Customer Records
New flags have been added to the Customer Account to show the marketing preferences at a
business level.

A new tab”’Mkt” has been added to the Customer Account Maintenance program.

Customer Maintenance - Amend Mode B3 I
Name &Addrl General Terms | Invoicel Print | Curr,flntrastatl Promotjonsl Pad I
Name: Barlow & Sons Customer: 1200

Marketing Preferences

Contact by Email? m
Contact by Post/Fax? No =
Contact by Text? m
Contact by Phone? No =
Exclude From ODBC Reports/Mailshots? No =

Cancel |

The new flags are all set to ‘No’ by default meaning that the customer will not be sent any marketing
information from Gold unless they have opted to do so. If a customer elects to receive this marketing
information by a particular method, then the corresponding flag can be set to ‘Yes'.

There are a number of different ways of doing this as explained in this document. The process of
getting the necessary permission from customers has to be managed by the dealer.

Marketing Preferences
o Contact by Email
o Contact by Post/Fax
o Contact by Text
o Contact by Phone

The existing field for "Exclude From ODBC Reports/Mailshots” has been moved from the General
tab to the new Mkt tab.

The same flags are also available in Prospect Maintenance/Enquiry to be viewed/amended and
are visible as well from the Telephone Directory.
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Contact Records
New flags have been added at a Contact level to specifiy an individuals preferences to receiving
Marketing Information.

If information is being sent at a contact level then the contact preferences only are checked. It may
be that the customer account prevents sending of information but the individual contact allows
marketing.

Contact Code: WJ Workshop Manager

Name |Wi||iam Manson

Salutation I

Title |

Forename: |

Phone No.: | Alt. Phone Mo.: |

Maobile No.: I Fax No.: I

Email Address |workshop@ibcos.co.uk

Auto SMS Text Messages? Yes x|

Contactby Phone? No =] Contact by Post/Fax? MNo =]

Contact by Email? Yes x| Contactby Text? No =
Cancel | Copy I

As with the customer level flags the default is set to ‘No’.

The existing field for "Send SMS” has been changed to read "Auto SMS Text Messages”. This field
controls only the business requirement of sending SMS messages and so the name has been
changed for clarity. For example to inform a person that a machine is ready for collection or that a
parts order is ready.

Since the Contact file is shared with Suppliers and also Prospects, the same flags are available in
Supplier Account Enquiry and Prospect Maintenance/Enquiry.

2. How the Gold System Audit tracks changes to the Marketing Preferences

System Audit

The Gold System Audit has been enhanced to include changes to the marketing preference flags
both at a customer and a contact level.

Since one of the requirements of GDPR is to record changes made to marketing preferences, the
System Audit will be turned on by default for all sites loading the new update.

The audit can report all changes to Customer and Prospect Accounts including the new marketing
preference tabs.
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File Changes [ %]
File Action Record ID Field Old Data New Data Date Time

» Customer Amend 1200 CMF_MARKETING_BY_EMAIL No Yes 07/03/2018 11:43
Customer Amend 1200 CMF_MARKETING_BY_EMAIL Yes Mo 09/03/2018 10:53
Customer Amend 121 CMF_MARKETING_BY_EMAIL Yes Mo 09/03/2018 10:53
Customer Amend 1200 CMF_MARKETING_BY_EMAIL No Yes 09/03/2018 11:13
Customer Amend 1205 CMF_MARKETING_BY_EMAIL No Yes 09/03/2018 11:13
Customer Amend 1200 CMF_MARKETING_BY_EMAIL Yes Mo 13/03/2018 1123
Customer Amend 1200 CMF_MARKETING_BY_EMAIL No es 13/03/2018 11:24
Customer Amend Z50004 CMF_MARKETING_BY_EMAIL No Yes 15/03/2018 10:21
Customer Amend 1200 CMF_MARKETING_BY_EMAIL Yes Mo 19/03/2018 14:16
Customer Amend 1200 CMF_MARKETING_BY_EMAIL No Yes 19/03/2018 14:18

4 13

ok | print |

The System Audit can also list changes to a Customer Contact or Supplier Contact record, including
the new marketing flags.

It is possible to restrict the Audit to an individual field if required, or output to Excel for analysis from
Windows Gold.

3. How Gold controls marketing information sent with Invoice and Statements

Invoices and Statements

The flags are checked only when marketing information is being sent with a document. Normal
business documents with no marketing information are sent without the need to check the
customer/contact preferences.

The Document Maintenance program has been changed in relation to documents attached to the
document type. Where there was previously only one field to add an attachment to a document type

there is now two.

In Housekeeping — Document Store/Forms/Rules select "Document Forms Maintenance”.
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Document Forms Maintenance - Amend Mode

Identity: ST Depot Code:
Description: ICustomerStatements
Document Type: ICUST J
Background Form: I J
Design Form: I J Use exclusively: No =
Copies: I 1 Update Text Copy? No  ~]
Contact Code: I J Override Settings? No =]
Job Card Format I 'l Copy to Document Store? Yes |
Non-Marketing Attachment: |NONMKT2PDF
Marketing Attachment |[MKT2PDF

Cancel |

Non-Marketing Attachment — used for attaching business information such as terms & conditions.
Marketing flags are not checked for this attachment type.

Marketing Attachment — used to attach marketing information such as an open day letter.
Customer/Contact preferences will be checked before sending. If any contact within the TO or CC
email options have declined marketing information this attachment will not be sent to any of the email
addresses.

4. How the CRM Mailshot Extract uses the Marketing Preferences

e CRM Mailshot Extract
The Mailshot system has been enhanced to allow letters to be separated as marketing and non-
marketing.

The non-marketing option could be used if information needs to be provided for business purposes,
such as a change of depot address or details.

o Create Mailshot Letter
When creating a new mailshot letter a field has been added to indicate if the letter is for
marketing purposes, "Marketing Letter”.
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Customer Amend Mode E
Letter Code: GDP Title: New GDPR Letter Type: Per Customer
Marketing Letter? Yes Page Depth: 66 Start Line: 10
LastAmended By: GO 2210372018 13:51:38  EndLine: 66 Start Col: 1
Options E
MWew Marketing letter
[CUSNAM. ... ] Letter Amend
Check Letter
Print Letter
OK | Cancel | Copy |

All existing letters will be flagged as Marketing Letters by default.

o Extract/Print Mailshot
There has been no change in the way that a mailshot extract is produced.
Ranges are selected as normal and the "Extract Customers” option will extract all customers in
the entered ranges regardless of marketing preferences.

At the point of producing the actual letters the marketing preferences will be checked for each
account to ensure they allow marketing by the chosen send method; post or email etc.

Only those customers with appropriate settings will actually have a letter prodcued by the Print
options.
5. How to Export a List of Customers/Prospect Accounts with Marketing Preferences
e Customer/Prospect List
The Customer/Prospect List available from the Sales Ledger menu has been enhanced to include all

the marketing preference flags when exported to Excel.

This means that if the list is then used for mailshot/marketing purposes it can be filtered to include
only customers who have agreed to contact.

6. How to update Marketing Preferences on a Mass Basis

To assist in setting the marketing preference flags on a mass basis there are options for mass
amendment on the Sales Ledger - Customer Modifications menu.




[
I b COS A Constellation software company

Mass Customer Amendment
The existing Mass Customer Amendment program has been enhanced to include the marketing flags.

o Individual
The ”Individual” option allows a range of accounts to be selected using the options, then the fields to
be amended are selected. The marketing preference fields are available for selection.

Select Individual Fields E
- [T Sales TelMNo [T Sett/Cred Charge
[T AddressLine 1 [T Email address [T Sett/Cred Basis
[~ Address Line 2 [~ ApplyVat [T Sett/Cred Perc
[~ AddressLine 3 [~ CustomerV.AT. No. [ Analysis Codes
[T Address Line 4 [~ Print Statement [~ Days Credit Given
[” PostCode [T Accumulate Invoices [~ SelfBill Expiry
[~ Nickname [~ Invoice Frequency [~ StopFlag
[~ Credit Limit [~ POS Invoice Method [T Workshop Labour D
[ RepCode [~ DiscountLevel [” Potential Spend
[~ AreaCode [~ DiscountPercentage [T Loyalty Code
[T Mail SortCode [ Interest Percentage [~ Exclude from ODBC
[~ Outlet Type [T TransportCode [~ Contact by Email
[~ Telno/Nominal Code [~ Delivery Terms [T Contact by Post/F
[~ Maobile Number [T Commodity Code [~ Contact by Text
[T FaxNumber [~ DebtLetter [~ Contact by Phone
[~ Accounts Contact [~ Force Order Number
[~ Accounts Tel No [~ ShowBase onInv
[~ Sales Contact [~ Salutation

Ok I Cancel |

Once the required fields have been selected, the screen will scroll through the selected accounts one
by one allowing the field information to be changed individually for each account in the range.

o Al

The "All” option allows a range of accounts to be selected using the options then select fields to
automatically update the information. For example, if a range of accounts have all accepted marketing
by email this flag can be set to ‘Yes’ and on update will change the flag automatically on the entire
range of accounts.

Due to the number of fields, the display is split into tabs with the marketing preferences flags
appearing on the "Marketing” tab.
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Mass Customer Amendment

.Generall Detheh‘.er

No =~
[~ Contact by Email: No ]
[~ Contact by Post/Fax: No -]
[~ Contact by Text No ]
[ Contact by Phone: No ~

0K I Cancel Next Prew End

Mass Contact Amendment
A new program has been added maintain marketing flags at a contact level.

The principal is the same as for the Mass Customer Amendment.

o Individual

The "Individual” option allows a range of contacts to be selected using the options then the fields to
be amended are selected. The marketing preference fields are available for selection.
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[ select Individual Field B

ContactForename

Contact Salutation
Contact Title
ContactPhone Mo.
Contact Alt Phone No.
Contact Mobile MNo.
ContactFac No.
Contact Auto SMS
ContactEmall
Contact by Email
Contactby Post/Fax
Contactby Text
Contactby Phone

0000000000000

Cancel |

o All
The "All” option allows a range of contacts to be selected using the options, then fields selected to
automatically update the information. For example, if a range of contacts have all accepted marketing

by email this flag can be set to ‘Yes’ and on update will change the flag automatically on the entire
range of contacts.

Mass Contact Amendment E

No -

[~ Contact by Email: No =

[~ Contact by Post/Fax: i

i

[~ Contact by Text: N

[~ Contact by Phone: No -

0K I Cancel Next Prev End
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e Mass Update from Spreadsheet
(Customer Modifications, Marketing Information Import)

A new program "Marketing Information Import” has been created to allow information held on a
spreadsheet to be imported in to Gold to update the marketing preferences from an initial export file.

Note —this method of update is only available in v7.13
Main Customer Details
The Main Customer Details option exports a list of external customers showing their account
number, account name, address line 1 and post code for identification purposes. The fields for
Marketing by Email, Marketing by Post, Marketing by Text and Marketing by Phone can be
changed on the spreadsheet before importing back in to Gold.

The file is exported as Customers.CSV using details from the File Transfer ID.

Only Yes or No are acceptable entries for the marketing fields and changes to the identification
fields will not be imported.

Any errors are shown on screen "Import Errors detected — Records with Errors will not be
Imported”

The error line number from the file is reported.

3 2 cmf_marketing_by_text Failed ta Impaort field data
3| cmf_marketing by text Failed to Impaort field data
4| cmf_marketing_by_text Failed to Impaort field data

0K | Details |

"Details” offers more information on the failure.
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Errors Details

Record Mo 2

Field: cmf_marketing_by_text
Errar Ma: 53

Failed to Import field data
import data:A

acceptable fields values are:
"No"

"Yes"

Ok I Cancel |

Customer Contact Details

The Customer Contact Details option exports a list of contacts associated to external
customers showing their Account Number, Contact Code and Name for identification
purposes. The fields for Marketing by Email, Marketing by Post, Marketing by Text and
Marketing by Phone can be changed on the spreadsheet before importing back in to Gold.

The file is exported as Contacts.CSV using details from the File Transfer ID.

Only Yes or No are acceptable entries for the marketing fields and changes to the identification
fields will not be imported.

Marketing Type Main Customer Details Select either Customer Details or Contact
Customer Contact Details Details
Transfer ID Select a File Transfer ID to use to transfer
the file to a specific location.
Run Type Export Select ‘Export’ to export a list of customer

account numbers with the marketing

preferences to a .csv file.

Select ‘Import’ to import a list of customer
Import account numbers with marketing

preferences from a file.
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7. Making the Marketing Flags available to ODBC
If ODBC is in use the ODBC catalogue needs to be updated before these are visible in ODBC.
From the System Management, Utilities menu select "Generate ODBC Catalogue”.
This will take a few minutes to run.
In ODBC when looking at the Customer Master File (CMF) the new fields are:
MARKETING_BY_EMAIL
MARKETING_BY_POST
MARKETING_BY_TEXT

MARKETING_BY_PHONE




